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Abstract 
Compression is a process by which the description of 

computerized information is modified so that the capacity 

required to store or the bit-rate required to transmit it is 

reduced.  This paper describes a technique based on total 

variation to detect the manipulation in the image. The 

technique checks whether the given image is original or 

the dithered noise is added to the compressed image to 

show it as original. The technique is used to analyze the 

DICOM and the TIFF images. The dithered noise 

detection phenomena use the symmetric property of the 

medical images and the reference image property of the 

satellite images. The simulation of the technique shows 

the effectiveness of the technique. 

Keywords: Anti-forensics, TV, Q, DICOM, TIFF. 

 

1. Introduction 
 

Images are very important documents nowadays 

[1], to work with them in some applications they 

need to be compressed, more or less depending on 

the purpose of the application. Image  compression  

is  an  application  of  data  compression  that  

encodes  the original  image  with  few  bits. The  

objective  of  image  compression  is  to  reduce  the 

redundancy  of  the  image  and  to  store  or  

transmit  data  in  an  efficient  form [2]. There are 

some algorithms that perform this compression in 

different ways; some are lossless [1] and keep the 

same information as the original image, some 

others loss information when compressing the 

image. Some of these compression methods are 

designed for specific kinds of images, so they will 

not be so good for other kinds of images. Anti-

forensics is compressive for assessing the forensics 

methods and is helpful for improving their 

reliability. The study of anti-forensic operations 

may also lead to the development of techniques 

capable of detecting when an anti-forensic 

operation has been used [3]. Furthermore, anti-

forensic operations may be used to provide 

intellectual property protection by preventing the 

reverse engineering of proprietary signal processing 

operations used by digital cameras through digital 

forensic means. To the best of our knowledge, there 

are only two existing anti-forensic techniques: a set 

of operations designed to render image rotation and 

resizing undetectable and an technique to 

synthesize colour filter array patterns [4][5]. In the 

JPEG compression standard, a greyscale image is 

first divided into B non-overlapping pixel blocks of 

size 8×8. Then, the DCT of each block is computed. 

Let   
               denote the i-th 

coefficient of the b-th block according to some 

scanning order (e.g. zig-zag).Let    

   
      

   denote the set of DCT coefficients of 

the i-th subband. Each DCT co-efficient   
    

    , is quantized with a quantization step size qi 

as given by the JPEG quantization table. Note that 

the JPEG quantization table is not specified by the 

standard. The quantization levels   
 are obtained 

from the original coefficients   
 as   

  

      
  
 

  
   The quantization levels are entropy 

coded and written in the JPEG bitstream [3]. When 

the bitstream is decoded, the DCT values are 

reconstructed from the quantization levels as   
    

    
 . Then, the inverse DCT is applied to each 

block, and the result is rounded and truncated in 

order to take integer values on [0; 255]. Since the 

quantized coefficients    
    can only assume values 

that are integer multiples of the quantization step 

size qi , the histogram of quantized coefficients of 

the i-th DCT subband, i.e.   
      

         
     

,is 

composed of a train of spikes at integer multiples of 

qi The process of rounding and truncating the 

decompressed pixel values perturbs the comb-like 

distribution of    
 , as it can be recovered at the 

decoder; however, the DCT coefficient values 

typically remain tightly clustered around integer 

multiples of qi , thus revealing that: a) a 

quantization process has occurred; and b) which 

was the original quantization step [6]. Our present 

work is based on anti-forensic analysis of medical 
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and satellite images. Medical imaging is a 

regulation within the medical arena which makes 

use of technology to acquire images of inside the 

human body [7]. These images are utilized in 

analytics, as training tools, and in regular 

healthcare. This sometimes specified as diagnostic 

imaging, because it is often helps doctors to 

diagnose easily. One kind of medical images is 

DICOM. DICOM not only stores the image, but 

also some details such as patient name, patient-id 

and date scanned etc. DICOM varies from other 

data formats, as it contain groups of information 

together into a data set. A satellite image, for 

example, commonly has multiple bands 

representing different wavelengths from the 

ultraviolet through the visible and infrared portions 

of the electromagnetic spectrum. Landsat imagery, 

for example, is data collected from seven different 

bands of the electromagnetic spectrum [8]. Bands 

1–7, including 6, represent data from the visible, 

near infrared, and mid-infrared regions. Band 6 

collects data from the thermal infrared region. 

Another example of a multiband image is a true 

colour ortho-photo in which there are three bands, 

each representing either red, green or blue light. 

Multiband imagery is usually stored in three 

formats: the band sequential method (.bsq), the 

band interleaved by line method (.bil), and the band 

interleaved by pixel method (.bip ). The band 

sequential method stores the values of an image 

band as one file. If an image has seven bands then 

the data set has seven consecutive files, one for 

each band. The band interleaved by line method 

stores the values of all the bands in one file, row by 

row. The band interleaved by pixel method stores 

the values of all the bands by pixel in one file. 

 

2. Existing Work 
 

Our method is somewhat inspired by the work of 

Farid [9]. There, doubly compressed portions of a 

picture are detected by re-compressing the analyzed 

image at different quality factors. Briefly, when the 

quality factor matches one of those used for a 

certain image region, the differences between the 

analyzed image and its re-compressed version tend 

to be locally small, thus indicating double 

compression. Similarly, we study the mean-square-

error distortion between the recompressed version 

of the attacked image and the original compressed 

image. We show that the distortion is completely 

annihilated only if the image is re-compressed at 

the same quality factor. Conversely, when the 

quality factor used for re-compression is higher, the 

dithering signal contributes to a non-negligible 

distortion, which is clearly visible as noise [10]. 

Differently from [9], however, we do not have 

access to the original compressed image when 

computing the mean-square error distortion after re-

compression. Nevertheless, we observe that the 

dithering signal introduces noise-like artifacts in the 

recompressed image, which are clearly visible 

when the quality factor is higher than the original. 

Therefore, we measure the noisiness of re-

compressed images by means of the total variation 

(TV), i.e. the l1 norm of the spatial first-order 

derivatives. This metric has been widely used in the 

field of denoising to quantify the presence of noise 

in natural images [11]. According to the proposed 

method, the forensic analyst re-compresses the 

(possibly) attacked image at different quality 

factors, and analyzes the TV of the re-compressed 

images. This analysis enables to automatically 

detect whether the image has been attacked and, in 

that case, to estimate the quality factor of the 

original compressed picture. The analysis [12] 

suggests that it is possible to identify anti-

forensically dithered images by checking whether 

the noise introduced is annihilated after 

requantization. Unfortunately, in practice we do not 

have access to the original JPEG-compressed image 

in order to compute the MSE distortion after 

requantization. Nevertheless, we observe that the 

presence of the dithering signal in the spatial 

domain can be detected using a blind noisiness 

metrics. To this end, any metrics that can robustly 

measure the amount of noise present in an image 

could be employed. In the following, we adopt the 

total variation (TV) metrics, which is defined as the 

norm of the spatial first-order derivatives of an 

image. The total variation is more sensitive to small 

and frequent variations of pixel values due to noise, 

than to abrupt changes corresponding to edges. 

Hence, it is widely adopted as part of the objective 

function of optimization algorithms used for image 

denoising. In signal processing Total Variation 

denoising also known as total variation 

regularization is a process, most often used in 

digital image processing, that has applications in 

noise removal. It is based on the principle in which 

signals has excessive and possibly spurious detail 

regarding high absolute gradient. The behaviour of 

total variation (TV) is general, and applies also to 

different kinds of visual content. Therefore, we 

propose to analyze the TV(QA) curve in order to 

devise a detector that identifies when the traces of 

compression. Therefore in lieu to the study [12], 

performance and analysis to our previous work we 

derived from the examined images that: 

 

a. The dithered image is distorted with respect to 

the JPEG-compressed image. 
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b. Characterize analytically the distortion in the 

DCT domain, showing that it is a function of both 

the distribution of the original transform 

coefficients and the quantization step size. In 

conclusion we get that the energy of anti-forensic 

dithering is concentrated in the middle DCT 

frequencies, thus resulting in a grainy noise in the 

spatial domain. The mean-square-error (MSE) 

distortion     between the JPEG-compressed 

coefficients   i and the dithered coefficients    in the 

i-th subband can be measured directly in the DCT 

domain, since the transform is orthonormal [12]. 

That is 

  
  

 

 
    

     
   

    
 

 
    

    
                  (1) 

Since the distribution of the dithering signal is 

known from 

   
           

 

  
   

 
           

  

 
   

  

 

                                        
        (2) 

Where                       
 
       

Conversely, for the other coefficients 

 

   
          

 

 

  
         

 
                

  

 
   

  

 

                                        
              (3)                         

Where                    
 
     

   
     

 

  
                     

  

 
   

  

 

                                        
             (4) 

It is possible to obtain an analytical expression of 

the expected value           where 

   

             
  
           

             
     

     
 

(5) 

Where              represents the probability 

mass function of the quantized DCT coefficients. 

For AC coefficients, (8) can be rewritten according 

to the definitions given in (6), (7). That is 

     
   

       
    

  for                 (6) 

Where 

  
        

           
     

     
                          (7) 

  
        

             
     

     
                       (8) 

and    
              is the fraction of 

coefficients quantized to zero. For DC coefficients, 

the mean square error    is equal to that of a 

uniform scalar quantizer, i.e.       
     . Instead, 

for AC coefficients, an expression can be found in 

closed form by solving the integrals in (9) and (10), 

as a function of the quantization step size and the 

parameter of the Laplacian distribution [12]. 

That is: 

  
          

   
   

              
     
  

    
     

     
  

                         (9) 

  
          

 

 
  
   

  

   
 

 

     
   

 
 

 
  

 

   
          (10) 

 

3. Proposed Technique 
 

The proposed technique detects that there is any 

compression done in the medical i.e. DICOM 

image. The technique is based on the fact the 

mostly medical images are symmetrical to its half. 

It means if we divide the image from its half then it 

gives two symmetrical portions example the lungs 

image etc.  But it is not necessary but the image is 

symmetrical then the quality factor of the two 

points must be same. Never the less the centre is 

considered as the origin and left part as negative 

portion and right part as the positive portion. One 

more concept is taken the quality of images 

enhances toward the centre as compared to edges. 

This process also goes symmetrical from top and 

bottom. These two concepts lead to the creation of 

following algorithm to detect whether any dithered 

noise is added to the image or not. As if any 

dithered noise is added to compressed image then 

two symmetrical points will have the same Qa. But 

the total variation i.e. TV doesn’t remains the same. 

The difference between the TV of two points will 

be greater than the average difference. 

 
 

Proposed Algorithm 

Medical image anti forensics (m, n, Qa[][], 

TV[][]) 

The image is of order mXn and the Qa is an array 

containing the quality factor of each point. The TV 

is also an array that contains the total variation of 

each point. The algorithm can be explained by 

flowchart. 
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Figure 1: Proposed Work 
 

The proposed algorithm can be applied to the tiff 

i.e. satellite images. But in the satellite images we 

have two images that are almost same. The 

procedure is applied to the two different images 

instead of one image i.e. no need to half the image. 

So the algorithm would be: 

 

Satellite image anti forensics (m, n, Qa[][], 

TV[][], Qa1[][], TV1[][]) 
 

The image is of order m X n and the Qa is an array 

containing the quality factor of each point. The TV 

is also an array that contains the total variation of 

each point. Similarly QA1, TV1 are quality and 

total variation for reference image. 
 

1. Status=0; 

2. av=0; 

3. For i=1:m 

4. For j=1:n 

5. av=av+ TV(I,j); 

6. End 

7. End 

8. av=av/m*n 

9. For i=1:m 

10. For j=1:n 

11. If Qa(i,j)==Qa(j,i) && Qa(i,j)==Qa1(i,j) 

12. if(  TV((i,j))-TV((J,i))>TV((i,j))-TV((i,j)-1)) 

13. if(TV((i,j))-TV((j,i))>av && TV((i,j))-

TV1((i,j))>av ) 

14. status=1; 

15. exit 

16. End if 

17. End if 

18. End if 

19. End 

20. End 

21. If status==1 

22. Image is dithered 

23. Else 

24. Image is not dithered. 

25. End if 

 

4. Result and Discussion 
 

The implementation of the proposed work is carried 

out on several images downloaded from the 

internet. All the pictures have a resolution of 512 X 

384. In order to provide a fair comparison, we 

resample the images at the same resolution for 

testing. We split the total images in two sets of 

equal size. The first halves contain images that 

were compressed at a random quality factor. In 

order to restore the original statistics of the DCT 

coefficients, we added an anti-forensic dithering 

signal. The remaining half contained uncompressed 

original images. The implementation includes the 

comparison of the total variation of the various 

images. The histogram and the original signal 

comparison of the total variation of the original and 

the dithered image is shown in the Figure 2. This 

figure confirms that total variation is differing for 

the dithered image and the original image. The total 

variation of the dithered image is centred towards 

the 0. The histogram of the dithered image has 

higher frequencies as compared to the original 

image total variation.  This total variation is used to 

get the dithered image from the set of original and 

dithered images as per the proposed technique 

explained in the previous section. 
 

Status=0; 

Calculate Average TV of image 

For Each Point in image 

Qa(I,j)==Qa(j,i) && 

Qa(I,j)==Qa(-i,j) 

TV((i,j))-TV((j,i))>TV((i,j))-

TV((i,j)-1) 

TV(Qa(I,j)-1) 

TV((i,j))-TV((j,i))>av 

&& TV((i,j))-TV((-

i,j))>av 

Image is Dithered and exit 
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Figure 2: Comparison of TV of Original and 

Dithered Image 

 

In Figure 3 the accuracy is plotted for the different 

values of the Q. The increase in the Q up to a 

threshold level increases the accuracy. The 

accuracy equal to 0.95 is achieved in the case of the 

unknown template which is higher than the existing 

values. 

The Figure 4 shows the TP rate vs. FP rate graph. 

The true positive rate is the ratio of the total 

original dithered image found over the total images 

analyzed. While the false positive is the ratio of the 

total wrong dithered image analyzed over the total 

images analyzed.  The increase in TP rate and the 

decrease in the FP rate are required. 
 

 
 

Figure 3: Accuracy vs. Q 
 

 
 

Figure 4: TP rate vs. FP rate 

 

The above analysis shows that the accuracy is 

improved as compared to the known template 

results. The Increase in the TP rate and the decrease 

in the FP rate confirm the benefits of the proposed 

work. 

 

5. Conclusion and Future Scope 
 

This work technique detects that there is any 

compression done in the medical i.e. DICOM 

image or in the tiff images. The analysis done show 

that the accuracy is improved as compared to the 

known template result. The Increase in the TP rate 

and the decrease in the FP rate confirm the benefits 

of the proposed work. Future research will 

investigate the problem of compression anti-

forensics in the field of video coding. 
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